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Section 1: Subsumption Fundamentals 

Introduction 
Conventional security architectures often assume that layered design 
automatically produces resilience. Windows endpoints, IoT devices, and SaaS 
platforms are all built on a stack of firmware, operating systems, services, and 
applications. Each layer appears separate, yet the trust relationships between 
them are implicit and permissive. If an attacker compromises one layer, they can 
often traverse upward or downward by exploiting those trust assumptions. 
Ransomware exemplifies this flaw: a malicious process starting in user space can 
persist into the registry, disable security services, and manipulate system files, 
ultimately spreading unchecked. 
 
The Resonance Protocol (RP) proposes a radical departure from this model by 
introducing subsumption hives. These are not theoretical abstractions but 
practical structures that redefine how systems perceive and defend themselves. 
Instead of a flat, interconnected attack surface, the device becomes a hierarchy of 
self-contained hives. Each hive enforces its own integrity, establishes its own 
boundaries, and negotiates strict trust contracts with its neighbours. 
Compromise of a single hive no longer translates to compromise of the system. 

Subsumption Hives 
A subsumption hive can be understood as a miniature trust domain within the 
device. It contains a ledger of all its components, files, binaries, registry entries, or 
even firmware modules, and secures them using cryptographic hashing. This 
ledger is not simply a list but an actively maintained, cryptographically sealed 
record that enables any change to be detected instantly. 
 
Crucially, hives are not restricted to one type of system. The same model applies 
equally well to: 

• The firmware layer of a laptop, containing UEFI binaries and configuration 
variables. 

• The kernel of an operating system, hosting drivers and core runtime 
processes. 

• An application stack within a SaaS environment, where services form 
discrete logical hives. 

 
This universality ensures that RP can be applied consistently across 
heterogeneous environments, making it suitable for everything from consumer 
laptops to industrial IoT networks. 
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Watchdog: The Sensor Layer of RP 
A defining feature of the model is baseline frequency scanning, the process by 
which components self-organise into hives. When a device is initialised, 
components broadcast metadata that describes their identity and functional 
context. For example, a registry key might identify itself as part of the application 
layer, while a UEFI variable reports that it belongs to firmware. 
 
Through this broadcast-and-discover process, components naturally cluster into 
subsumption hives based on similarity and adjacency. Once clustered, they 
establish formal boundaries. These boundaries are not arbitrary but carry 
enforceable rules. The process also produces cross-boundary trust policies, 
which harmonise rules between layers. If one hive enforces signed binaries and 
another allows unsigned code, the stricter rule prevails. This “most restrictive 
wins” model ensures that security baselines are tightened automatically as the 
system organises itself. 
 
The elegance of baseline frequency scanning lies in its adaptability. Unlike static, 
pre-programmed hierarchies, it enables systems to evolve their boundaries 
dynamically, accommodating changes in configuration, updates, or architecture 
without losing coherence. 
 

Watchdogs: The sensory layer of the Resonance 
Protocol 
While hives provide structure, they require continuous observation to remain 
effective. This is the role of watchdogs. Watchdogs are lightweight agents 
distributed throughout the system that monitor hive health, enforce 
communication policies, and propagate updates. 
 
Watchdogs collect and exchange critical metadata: 

• The components present within their hive boundary. 
• The relative position of those components within the stack. 
• Timestamps of when components were last verified. 
• Current status indicators, such as hash integrity or operational anomalies. 
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Their implementation is intentionally left open-ended so that the model can 
adapt across architectures. In a Windows endpoint, a watchdog might be a 
kernel-mode driver; in an IoT device, it could be a firmware routine; in SaaS, it 
might be a microservice module. The function remains consistent: gather, 
communicate, and attest. 
 
By maintaining a continuous stream of state information across layers, 
watchdogs ensure that no hive operates in isolation. Compromise or anomaly in 
one layer becomes visible to its neighbours, creating a synchronised defence 
posture across the device. 

Orchestrators: Automated Response and Recovery 
Detection is necessary, but response determines resilience. To complement 
watchdogs, RP introduces orchestrators. Each hive has an orchestrator 
responsible for taking autonomous action when anomalies are reported. 
Orchestrators are not passive responders; they are active agents capable of 
freezing processes, rolling back unauthorised changes, and enforcing 
containment across boundaries. 
 
Consider a firmware orchestrator: if a watchdog detects that a firmware binary 
has been altered, the orchestrator can immediately pause dependent processes 
and disable the network interface card. This prevents an attacker from using the 
compromised firmware as a foothold for lateral movement. In higher layers, an 
application orchestrator might quarantine a suspicious process, redirect its file 
writes into a reversible journal, and revoke its access to network shares. 
 
What makes orchestrators particularly powerful is their ability to cascade actions. 
A local event at one layer can trigger broader protective measures across others, 
ensuring that containment is not limited to a silo but is systemic. 

Cryptographic Integrity and Trust Contracts 
The glue that binds the model together is cryptographic integrity. Each hive 
computes a Merkle root of its component hashes, producing a unique fingerprint 
of its state. This root is anchored in trusted hardware, such as the Trusted 
Platform Module (TPM), to ensure it cannot be tampered with. 
 
These roots form trust contracts between hives. As long as the contract holds, 
cross-boundary communication is permitted. If any component within a hive 
changes without proper authorisation, the Merkle chain breaks, the trust contract 
collapses, and the hive is immediately isolated. Watchdogs detect the break, and 
orchestrators respond with containment actions. 
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This mechanism ensures that ransomware or any unauthorised modification 
cannot silently move across layers. The system is designed to react instantly, 
revoking trust and quarantining the affected hive before spread is possible. 

Towards an Immune System for Computing 
Taken together, these mechanisms transform the device into a layered immune 
system. Subsumption hives create verifiable domains, baseline frequency 
scanning ensures dynamic organisation, watchdogs maintain vigilance, 
orchestrators deliver rapid containment, and trust contracts enforce 
cryptographic certainty. 
 
This model changes the fundamental dynamics of ransomware defence. Instead 
of presenting a flat, traversable environment, the device becomes a set of fortified 
compartments. Any compromise remains trapped within its layer, triggering 
quarantine and rollback rather than escalation. In doing so, the Resonance 
Protocol creates not just another layer of defence, but a systemic architecture for 
ransomware-resistant computing. 
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Section 2: This baked into a Windows 11 
system 
 
The theoretical strength of the subsumption hive model lies in its universality, but 
its practical value emerges when it is embedded within a widely used platform. 
Windows 11, with its layered architecture and rich security ecosystem, provides an 
ideal case study for demonstrating how the Resonance Protocol (RP) can 
transform a conventional endpoint into a ransomware-resistant system. By 
mapping RP’s hives, watchdogs, and orchestrators onto Windows 11’s existing 
layers, we can illustrate how the protocol operates not as an external bolt-on, but 
as a structural enhancement woven into the operating system itself. 
 

Step 1: Layer Mapping in Windows 11 
Windows 11 naturally divides into discrete layers, each of which can be 
encapsulated as a subsumption hive under RP. 
 

• Firmware Hive: Contains UEFI firmware volumes, boot variables, and 
Secure Boot keys. In the RP model, this hive anchors the root of trust and 
defines the earliest possible boundary for integrity enforcement. 

• Boot Hive: Encompasses the Windows Boot Manager and Boot 
Configuration Data (BCD). This hive validates the boot chain and ensures 
that only trusted, cryptographically sealed boot paths are permitted. 

• Kernel Hive: Holds the Windows kernel (ntoskrnl.exe), the Hardware 
Abstraction Layer (HAL), and other core runtime components. Integrity 
here is critical, as compromise could otherwise provide a launchpad for 
rootkits or ransomware at ring 0. 

• Driver Hive: Represents kernel-mode drivers, including early launch anti-
malware (ELAM) drivers, storage drivers, and NIC drivers. RP enforcement 
ensures only signed and validated drivers participate in trust contracts. 

• Security Stack Hive: Covers security-critical services such as Windows 
Defender, Attack Surface Reduction (ASR) rules, SmartScreen, and 
Windows Defender Application Control (WDAC). RP integration ensures 
these services cannot be disabled or bypassed without breaking trust 
contracts. 

• System Services Hive: Includes high-value services such as LSASS, 
scheduler processes, and event logging. These services are vital targets for 
attackers seeking persistence or credential theft, making this hive a crucial 
enforcement layer. 
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• Application Hive: Contains both Microsoft and third-party applications. RP 
encapsulates executable integrity, application persistence rules, and user-
facing binaries. 

• User Space Hive: Covers per-user processes, session data, and registry 
hives such as NTUSER.DAT. Malware often enters here, making this hive 
the most volatile and frequently monitored. 

• Data Hive: Represents protected user and system data, including 
Documents, mapped SMB shares, and Volume Shadow Copy (VSS) 
snapshots. RP enforces policies here to prevent unauthorised mass 
modification or deletion. 

 
By embedding RP into each of these layers, Windows 11 ceases to be a flat 
architecture. Instead, it becomes a nested ecosystem of hives, each with its own 
enforceable boundaries and trust contracts. 

Baseline Formation and Policy Enforcement 
When a Windows 11 endpoint initialises with RP embedded, baseline frequency 
scanning allows components at every layer to broadcast their identity and 
discover their natural boundaries. For example, a registry entry in 
HKLM\SOFTWARE that configures a startup application would self-identify as an 
application-layer component. A kernel-mode driver would broadcast itself as part 
of the driver hive. 
 
As components cluster into hives, they also negotiate cross-boundary policies. 
This is where RP diverges sharply from existing Windows security models. In the 
native environment, Windows allows multiple layers to enforce their own security 
controls independently. Under RP, however, boundaries are harmonised by the 
strictest applicable rule. For instance, if firmware requires signed code, but an 
application attempts to execute an unsigned binary, the firmware’s policy 
dominates, and execution is denied. 
 
This harmonisation creates a least-privilege fabric that spans the entire 
operating system. No single layer can act as a weak link. Policies are not additive 
in the permissive sense; they are additive in the restrictive sense. 
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Watchdogs in Windows 11 
Within a Windows 11 endpoint, watchdogs would be deployed across layers as 
distributed monitoring agents. A watchdog at the kernel hive might take the 
form of a trusted kernel-mode driver capable of monitoring integrity checks. At 
the application layer, watchdogs could manifest as lightweight service processes. 
In the user hive, watchdogs may be embedded into session management 
routines. 
 
Their tasks include monitoring component status, detecting anomalies, and 
sharing hive state information with other layers. For example, if a user-space 
watchdog notices a suspicious process spawning and writing to registry keys for 
persistence, it will notify both the application hive watchdog and the system 
services hive watchdog. The continuous exchange of state across layers ensures 
that anomalies in one part of the system are immediately visible to all others. 
 
Watchdogs also act as controlled updaters. When a new Windows update 
delivers a patched binary, watchdogs validate the update’s cryptographic 
signature, confirm that it aligns with authorised update manifests, and propagate 
the change into the hive ledger. Any attempt to bypass or forge this process 
would break the Merkle chain and invalidate the trust contract. 
 

Orchestrators in Windows 11 
Where watchdogs provide the eyes and ears, orchestrators provide the hands. 
Each hive layer in Windows 11 hosts its own orchestrator, capable of enforcing 
containment or recovery actions. 
 

• In the firmware hive, the orchestrator might pause the boot process or cut 
off access to peripheral devices if anomalies are detected. 

• In the kernel hive, the orchestrator could freeze thread scheduling for 
compromised processes or revoke their access to protected APIs. 

• In the driver hive, the orchestrator might deactivate the NIC if rapid 
verification failures suggest ransomware is attempting to spread across the 
network. 

• In the application hive, orchestrators could quarantine suspicious 
processes by redirecting their file writes into a journal overlay for later 
reversal. 

• In the data hive, orchestrators could revoke file handles, cut off SMB 
sessions, and replay write journals in reverse to restore encrypted data. 
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What distinguishes RP orchestrators from conventional EDR agents is their 
cross-boundary cascading capability. If a user-space orchestrator detects 
ransomware-like behaviour, it can signal the data hive orchestrator to freeze write 
access, the system services orchestrator to revoke credentials, and the driver hive 
orchestrator to disable outbound network access. Containment is not a siloed 
action but a system-wide response coordinated across layers. 
 

 
Complementarity with Native Windows Security 
 
It is important to note that RP does not replace Windows’ existing security 
controls. Instead, it provides a structural framework in which they operate more 
effectively. Windows Defender, SmartScreen, ASR, and WDAC continue to 
perform their detection and enforcement roles, but their actions are now 
integrated into the RP hive structure. 
 
For example, if SmartScreen blocks a malicious download, the event is recorded 
in the application hive ledger and propagated upward into trust contracts, 
ensuring that the system-wide state reflects the attempted compromise. If 
WDAC enforces code-signing policies, these become non-negotiable rules across 
the entire hive fabric, reinforced by RP’s cross-boundary harmonisation. 
 
The outcome is not duplication but amplification. RP provides the architecture, 
while Windows’ native defences act as functional instruments within it. 
 

The Windows 11 Endpoint as a Hive Ecosystem 
By embedding RP into Windows 11, the endpoint is transformed from a 
monolithic operating system into an ecosystem of interconnected hives. Each 
hive maintains its integrity, communicates with its neighbours, and enforces trust 
contracts sealed by cryptography. Watchdogs monitor continuously, 
orchestrators respond rapidly, and policies harmonise to create a least-privilege 
fabric across the system. 
 
In this model, ransomware no longer finds a traversable surface. An attack in user 
space is trapped within the user hive, unable to escalate or propagate. Any 
attempt to tamper with system files, registry persistence, or shadow copies 
immediately triggers hive isolation and orchestrated rollback. The Windows 
endpoint ceases to be a vulnerable target and becomes a resilient node in a 
larger ransomware-resistant architecture. 
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Section 3: How the Subsumption Hive Model 
Prevents Ransomware Spread 
 

Preventing Ransomware Spread with the Subsumption 
Hive 
Ransomware remains one of the most damaging classes of cyber threat facing 
modern organisations. Its success stems from its ability to move rapidly across a 
system, manipulating multiple layers in succession. An attack might begin in user 
space through a phishing payload, but it often spreads into the registry for 
persistence, disables services in the system layer, deletes recovery snapshots in 
the data layer, and finally encrypts files across local and networked storage. In 
conventional architectures, the implicit trust between these layers allows this 
progression to occur without meaningful interruption. 
 
The Resonance Protocol (RP), with its subsumption hive model, breaks this chain 
by ensuring that no layer can be traversed silently. Compromise in one hive 
triggers isolation, trust revocation, and orchestrated containment before the 
malware can escalate. To illustrate this, consider a practical example of how RP 
functions when baked into a Windows 11 endpoint during a ransomware attack. 
 

Stage 1: Initial Compromise in User Space 
The attack begins with a phishing email that lures the user into executing a 
seemingly benign installer. This installer loads a signed loader binary but side-
loads a malicious DLL. In a conventional environment, the process would appear 
legitimate at first, bypassing surface-level checks. 
 
Under RP, the user hive watchdog immediately observes that the process tree 
and module load graph deviate from the established baseline. The malicious DLL 
is not listed in any authorised update manifest. This anomaly is communicated to 
both the application hive watchdog and the system services hive watchdog, 
triggering a provisional containment status. At this point, the application 
orchestrator places the process in a constrained silo, throttling its CPU and I/O 
and redirecting its writes into a reversible journal. 
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Stage 2: Attempted Persistence  
To maintain a foothold, the malware writes registry keys into 
HKCU\Software\Microsoft\Windows\CurrentVersion\Run and schedules a task to 
relaunch at startup. In conventional environments, these changes would persist 
unless intercepted by endpoint protection. 
 
In the RP-enabled system, the user hive watchdog detects the creation of new 
registry entries that are not present in its baseline ledger. These changes are 
flagged as unauthorised and reported to the system services orchestrator. The 
orchestrator immediately reverts the registry to its baseline state using RP’s 
cryptographic snapshot and freezes the offending process’s access token, 
preventing it from scheduling tasks. Cross-boundary communication confirms to 
other hives that persistence has failed, reinforcing the quarantine state. 
 

Stage 3: Targeting Recovery Machines 
Realising that persistence has been blocked, the malware attempts to delete 
Volume Shadow Copy Service (VSS) snapshots using WMI calls. In traditional 
environments, this step often succeeds, removing the last line of recovery before 
encryption begins. 
 
With RP in place, the security stack hive watchdog interprets snapshot 
tampering as a critical event. VSS is treated as a protected cross-layer resource, 
meaning its integrity is tied to both the data hive and the system services hive. 
The attempted deletion instantly invalidates the trust contract. In response, the 
security stack orchestrator blocks the WMI call in-line, raises a critical 
containment signal, and elevates monitoring frequency across all hives. 
 

Stage 4: Encryption Attempt 
The ransomware moves to its primary objective: encrypting files in the user’s 
Documents folder and mapped SMB shares. It begins writing high-entropy data 
across many files in quick succession. 
 
The data hive watchdog recognises the anomalous write pattern immediately, 
flagging the activity as inconsistent with baseline behaviour. Because this activity 
crosses from local user space into networked shares, the anomaly is visible to 
both the application hive and the driver hive. 
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The data hive orchestrator then enforces a multi-step containment response: 
• Freezes the malicious process and its children. 
• Converts the journaled writes into a reversible log. 
• Revokes the process’s credentials for SMB sessions, severing its ability to 

reach networked drives. 
• Isolates the application hive by revoking its cross-boundary trust contract. 

 
At the same time, the driver hive orchestrator deactivates the network interface 
card or enforces an allow-list profile, ensuring that even if another process is co-
opted, the ransomware cannot propagate externally. 
 

Stage 5: Recovery and Reintegration  
Once the malicious process has been neutralised, RP orchestrators shift from 
containment to recovery. The application orchestrator captures a forensic 
snapshot of the process memory, open handles, and its journal of redirected 
writes. This journal is then replayed in reverse, restoring all affected files to their 
original state. The user hive watchdog verifies that registry keys match the 
baseline ledger, while the data hive watchdog confirms that no unauthorised 
deletions or modifications remain. 
 
Each hive recomputes its Merkle root and submits it to the TPM. When the 
firmware, kernel, driver, security stack, and data hives all attest as healthy, the 
system re-establishes the cross-boundary trust contracts. The endpoint returns to 
normal operational state, with the only impact being the brief pause of an 
untrusted application. 
 

Why Ransomware Cannot Spread in This Model 
This example demonstrates several core principles that make ransomware 
propagation impossible under RP: 

• Layered trust, not flat trust: Each hive enforces its own integrity. The 
malicious DLL is confined to user space and cannot traverse into the 
kernel, drivers, or data layers. 

• Immediate isolation: Trust contracts collapse instantly when anomalies 
occur, cutting off communication between layers before escalation is 
possible. 

• Reversible journals: File writes are redirected into quarantine overlays, 
ensuring that encryption attempts can be rolled back deterministically. 
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• System-wide coordination: Orchestrators cascade containment measures 
across layers, severing persistence, blocking snapshot tampering, and 
disabling network egress. 

• Cryptographic anchoring: Merkle roots sealed in TPM ensure that 
watchdogs and orchestrators themselves cannot be subverted without 
detection. 

 
The result is an environment where ransomware not only fails to achieve its 
objectives but is actively reversed and contained, leaving the endpoint intact and 
the user minimally disrupted. 
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Conclusion  
Ransomware thrives in environments where trust is implicit, boundaries are 
porous, and detection lags behind execution. Traditional endpoint defences, 
while improving in sophistication, still operate reactively: monitoring for 
signatures, behaviours, or anomalies after execution begins. The Resonance 
Protocol (RP) proposes a structural shift. By embedding the concept of 
subsumption hives across all layers of a system, RP transforms endpoints into 
self-organising, self-defending architectures. 
 
In this model, each layer becomes a miniature hive with its own cryptographically 
verifiable boundary, continuously monitored by watchdogs and protected by 
orchestrators capable of decisive, automated action. Baseline frequency scanning 
ensures that these hives naturally discover their place within the system, while 
cross-boundary trust contracts enforce the strictest possible security posture. Any 
unauthorised modification immediately collapses the relevant trust contract, 
triggering isolation, rollback, and containment. 
 
Applied to a Windows 11 endpoint, RP integrates seamlessly with existing security 
technologies while adding a systemic immune response. Attacks that would 
traditionally escalate, from user space persistence to registry tampering, snapshot 
deletion, and mass file encryption, are halted at the hive of origin. Processes are 
frozen, writes are journalled for reversal, network access is revoked, and 
compromised hives are quarantined until revalidated. The endpoint recovers 
quickly and deterministically, often with minimal disruption to the user. 
 
The broader implication is profound. RP does not merely add another security 
control; it redefines the fabric of trust within computing systems. By treating 
every layer as a verifiable hive, systems become resilient by design. Ransomware 
can no longer spread unchecked because the architecture itself prevents it. What 
emerges is not a patchwork of controls but a cohesive, layered immune system 
for digital environments. 
 
As organisations confront increasingly sophisticated ransomware campaigns, the 
need for systemic resilience has never been greater. The subsumption hive 
model, powered by the Resonance Protocol, offers a blueprint for achieving it. By 
embedding RP into endpoints, IoT devices, and SaaS platforms, we move closer to 
a future where ransomware does not represent an existential threat, but rather a 
contained and reversible anomaly within a resilient system. 
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